Section Il1l. Establishing a COMSEC Account/Subaccount

12. Requirenents for a C assified COMSEC Account. In order to establish a
COMSEC Account at a contractor facility, the follow ng procedures wll be
adhered to:

a. Nomnate individuals to fill the positions of COMSEC Custodian, and
Al ternate COMSEC Custodi an, each of whomshall be a U S. citizen possessing
the required security clearance based on a background investigation (Bl)
current within five years. The nunber of Alternate COMSEC Custodians will| be
kept to an absolute mininum No nore than two Alternate COVSEC Cust odi ans
w || be nom nated per COMSEC account unless operational requirenents
necessitate otherwise. The nom nation of nore than two Alternates wll be
justified in the letter of request for appointnent. The individuals
nom nated wi Il neet the criteria specified in paragraph 16, bel ow.

b. Furnish in witing to the CSO with a copy to the COR the nane of
the Facility Security Oficer and the nanes of the individuals nom nated as
COMSEC Custodi an and Al ternate COMSEC Custodian. Their dates and levels of
security clearance, their Social Security Nunbers and their dates and pl aces
of birth shall al so be indicated. In addition, the letter nust identify the
contracts to be supported by the account and copies of the appropriate DD
Forms 254 “Contract Security C assification Specification” nust be attached
tothe letter, as well as the copy furnished to the COR  Arrangenents will
be made with the CSO to brief the Facility Security Oficer, COMSEC
Custodi an, and Alternate COMSEC Custodian. The letter nust include the
follow ng information:

(1) Purpose of the account (i.e., Contract, MU, MOA nunber) and
general description of effort (i.e., production (list short titles); study
(provide brief description); R& (list short titles or part nunbers, if
known) ; support secure/protected comunications (list equi pment by short
title, if known); other (identify).

(2) Location where the COVMVSEC nmaterial wll be used.

(3) Verification that actual users of the material are
appropriately cleared and are U. S. citizens.

(4) Alist of COMSEC material to be held by the account.

c. Safeguarding capabilities for the I evel of classified COVSEC
material to be issued to the account nust be established. The CSO will
assi st the contractor in the establishnent of safeguarding capability and
advi se the COR when this is acconplished.

d. The CORw Il confirmto the contractor, with a copy furnished to the
€S0, the establishnment of the account, assignment of an account numnber,
appoi nt mrent of the COMSEC Custodian and Alternate COMSEC Custodian(s) and
acknowl edge for the record the name of the Facility Security Oficer. The
account nunber assigned will thereafter be referred to in all correspondence
or transactions relating to the COMSEC account.
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e. A mnimmof 90 to 120 days should be allowed to establish an
account or to confirm an appointnent.

f. DCS Services. DCS services for material qualified for such courier
service may be obtained under two different situations. The follow ng
par agraphs provide the proper procedures under each condition.

(1) Contractual Requirenent.

a. \Wen a Governnent activity is negotiating a contract, the
Contracting Oficer (CO nust take into consideration the possible need for
DCS services by the contractor. Wen it has been determ ned that DCS
services will be required and the conpany to which the contract wll be
awar ded has been sel ected, the Governnent COw Il submt a letter, Subject:
Request for DCS Services, to:

Commander

Def ense Courier Service

ATTN :  Qperations Division

Fort CGeorge G Meade, MD 20755-5370

The letter will contain the following infornmation: the name and |ocation of
the contractor requiring the DCS service; name, address, and tel ephone nunber
of the contractor’s Governnent contracting official; contract nunber and
expiration date of the contract; identification of the type of material to be
received and di spatched; the size and weight of the material; the quantity of
materi al invol ved; production schedul es; frequency of shipnent; and any
speci al considerations.

b. Upon receipt of the aforenmentioned letter, HQ DCS wil |
review the request and submt to the Governnent CO a letter of approval or
di sapproval of the requested services. \Where the request is approved, the
response will indicate the condition of approval, e.g. , the servicing DCS
Station; whether the service will be door-to-door or at a designated point,
etc.

c. The Governnment COw Il then issue a copy of the letter of
approval to the contractor with instructions to contact the assigned DCS
Servicing Station to obtain the procedures for establishing a DCS account.

d. Upon conpletion by the contractor of all the requirenents,
i ncl udi ng the proper preparation of the required DCS Fornms 10, the DCS
Servicing Station will then establish the contractor’s DCS account.

(2) Non-contractual Requirenent. |In those cases where a contractor
has purchased COMSEC equi pnment as plant equi pnent and wll require DCS
services for the novement of the associated key and other qualified material
(i.e., maintenance/operating nmanuals, etc.), the contractor will need to
solicit the assistance of one of its Government COS to initiate the letter
for DCS services on his/her behalf. The contractor nust provide the
consenting Government CO with the appropriate information for inclusion in
the letter requesting the DCS services (refer to paragraph 12£(1) (a) above).
The Government CO will then follow the same procedures as outlined in
par agraph 12f(1) above.
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13.  Requirenents for an Uncl assified COMSEC Account. An unclassified COVGEC
account may be established to support sensitive but unclassified national
security progranms. The procedures for establishing an unclassified COMSEC
account are as follows:

a. Nomnate individuals to be the COMSEC Custodian and Alternate COMSEC
Custodian.  These individuals need not possess a clearance, but nmust be U. S
citizens and shoul d be designated based on their trustworthiness follow ng
the selection criteria specified in paragraph 16 bel ow.

b. Furnish in witing to the appropriate COR, the nanes and SSNS of the
i ndi vi dual s nom nated as COVMGEC Custodi an and Al ternate COMSEC Cust odi an.
The letter wll also contain the facility' s nane, conplete address and
where the account will be located. The witten notice nmust state whether
access is required to unclassified operational keying nmaterial or the
i nstal |l ation, maintenance, and operation of CCl equipnent. A statenment wll
al so be included in the letter that m ni num physical security standards
prescribed in this Supplenent for safeguarding the unclassified keying
material can be met. The COR will nmke arrangenents for the nom nated
i ndi viduals to receive a COMSEC briefing, and will confirmto the contractor,
the establishnent of the account, assignnment of an account nunber, and
appoi nt rent of the COVSEC Custodi an and Alternate COVBEC Custodian. The
account nunber assigned wll thereafter be referred to in all correspondence
or transactions relating to the COVBEC account.

14.  Requirenents for COVSEC Subaccounts. COMSEC subaccounts nay be
establ i shed at those contractor facilities which are divisions or
subsidiaries of the primary COMSEC account. The subaccount procedure is only
applicable to those facilities which require the use of CCl equiprment and its
associ ated key. Facilities requiring the use of classified COMSEC equi pnent
must request the establishnment of a primary account.

a. Use of Hand Receipts. The use of hand receipts is encouraged W thin
limts to reduce the burden of accounting. However, the objective is
security and, therefore, prudence and good judgment nust be enployed. In
general, corporate facility users located in buildings external to that of
t he COMSEC account may be supported by the COVSEC Custodi an through the use
of hand receipts. However, the Custodian nust exercise proper judgnment when
deciding if the users can be best supported through the establishnment of a
COMBEC subaccount. Sonme factors to be considered when deciding on the best
met hod of support are the geographical |ocation of the user, the quantity of
equi pnment and associ ated material required, and the nunber of such users
wi thin any one buil ding.

b. C assified COMSEC Subaccount. Wen it is determned that a classified
COVBEC subaccount is required, the followi ng procedures will be followed:

(1) The contractor establishing the COVMSEC subaccount Wi Il furnish
in witing to the primary COMSEC account, the nane of the FSO and the nanes
of the individuals nom nated as subaccount COMSEC Cust odi an and
Alternate(s) . Their level of security clearance, the dates on which the
cl earances were granted, their SSNS, and dates and places of birth will also
be provided. As with primary accounts, these individuals nmust have their
cl earances based on a BI current within 5 years and nust be sel ected
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followng the criteria specified in paragraph 16, below. The letter w |

al so specify the facility's CACGE code, the classified mailing and courier
addresses, and the address of the DS Cogni zant Security Ofice (CSO)
supporting that facility. The letter will also indicate whether the
installation, maintenance, and operation of CCIL equi pnment and access to
classified operational keying nmaterial will necessary. NJE: A subaccount
may not hold material to which the prinme account Custodian cannot have
access. \Were the FSO and/or the individuals nom nated as COMSEC Subaccount
Custodian and Alternate(s) require an update to bring their Bls

current within five years, the primry COMSEC account will initiate such a
request to the DIS CSO.  The primary COMSEC account shall al so nmake
arrangenents for the responsi bl e Governnent Agency or Departnent to provide a
COMSEC Briefing to the COMSEC Subaccount's FSO, Custodian and Alternate(s).

(2) The primary COVSBEC account will confirmto the Subaccount,
with a copy furnished to the DIS CSO the establishnment of the COMSEC
subaccount, the assignnent of an account nunber, and selection of the
subaccount FSO and the appointnment of the Custodian and Alternate(s). The
COMSEC subaccount nunber assigned will thereafter be referred to in all
correspondence and transactions relating to the subaccount. Subaccount
nunbers will be derived fromthe primry COMSEC account nunber, followed by a
dash and nunerical designator (e.g.., if the primry COMSEC account nunber is
870415, the first subaccount nunber wll be 870415-1; the second 870415- 2,
etc.).

c. Wien establishing an unclassified COVMSEC subaccount, the contractor
shal | provide the primary COVSEC account with the sane information as that
described in paragraph 13b, above. The individuals nominated to fill the
positions of subaccount COMSEC Custodi an and Alternate COVSEC Custodi an(s)
need not possess a clearance, but shoul d be designated based on their
trustworthiness followi ng the selection criteria specified for primary
account personnel. The FSO of the primary account or his designated
representative shall arrange to provide the subaccount COMSEC Custodi an and
Alternate wth a COMSEC Briefing. The primary account will confirmin
witing to the subaccount applicant, the establishnent of the subaccount, the
assi gnnment of the subaccount nunber, and appoi ntnment of the subaccount COVSEC
Custodian and Alternate. The COVBEC subaccount number assigned will
thereafter be referred to in correspondence and transactions relating to the
subaccount . Uncl assified subaccount nunbers will be derived in the sane
manner as that specified in paragraph 14b(2), above.

d. Duties of the FSO (if any), COVBEC Custodian and Alternate COMSEC
Cust odi an of COVBEC Subaccounts: Wiere pertinent, the duties outlined in
paragraph 18, below, are applicable to subaccount personnel as well.

15.  Conversion from a COMSEC Subaccount to a Primary COMSEC Account. The

primary COMSEC account may submt a request for the conversion of its
subaccount t0o a prinmary account only when the prinmary COMSEC account can no

| onger provide the required support on a regul ar basis.

a. Conversion of a C assified COMSEC Subaccount:

(1) The primary account will submt a letter of justification
requesting the conversion of a subaccount to a prinmary account to the DI S
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CSO with a copy furnished to the COR, and the COMSEC subaccount. The |etter
w Il nomnate the individuals presently perform ng the COMSEC subaccount
custodial duties to fill the positions of the COMSEC Custodian, Alternate
COMSEC Custodian(s), and identify the present COMSEC subaccount FSO In
addition, the letter will provide all the information required of a
contractor when initially requesting the establishnment of a primry COVSEC
account (refer to paragraph 12, above).

(2) If the conversion is approved, the CORw Il confirmto the
contractor, with a copy furnished to the CSO and the contractors forner
primary account, the establishnment of the primry COVSEC account, assignnent
of an account nunber, appointnment of the COMSEC Custodian, Alternate COMSEC
Cust odi an(s) and acknowl edge for the record the nanme of the FSO The account
nunber assigned will thereafter be referred to in all correspondence and
transactions relating to the COMSEC account.

b. Conversi on of an Uncl assified COWEC Subaccount:

(1) The primary account nust submt a letter of justification
requesting the conversion of its subaccount to a primary account to the COR
wth a copy furnished to the COVBEC subaccount. The letter will nom nate the
i ndi vidual s presently performng as COVMSEC Cust odi an and Alternate COVSEC
Custodian(s). In addition, the letter will provide all the information
required of a contractor when initially requesting the establishnent of an
uncl assified primary COVBEC account (refer to paragraph 13, above).

(2) If the conversion is approved, the COR will confirmto the
contractor, with a copy furnished to its former prinmary account, the
establ i shment of the primary COMSEC account, assignnment of an account nunber,
and appoi nt nent of the COVSEC Custodi an and Alternate COMSEC Custodi ans(s).
The account nunber assigned wll thereafter be referred to in all
correspondence and transactions relating to the COMSEC account.

c. Transfer of COMSEC Material to the newly Established Primary COMSEC
Account. Upon approval of the conversion and establishnent of the new
primary COVSEC account, the contractor’s former prinmary COMSEC Account
Custodian will prepare a “"paperwork" transfer of all COVSEC material charged
to his account but actually held by his former subaccount. An original and
one copy of the SF-153 will be provided to the new prinmary COMSEC account
with an advance copy to the COR  Upon receipt of the SF-153, the “receiving”
custodian will sign the transfer report, assign it an incom ng transaction
nunber (using his new account nunmber sequence), and provide a copy to his
former primary COMSEC “account and to the COR, retaining one for his files.
Al'l accounting files relating to the fornmer subaccount nust be retained by
both custodians for a period of three years.

16.  Sel ection of COMSEC Custodian and Alternate Custodian. Because of the
sensitivity of COMSEC material and the rigid controls required, the COVSEC
Custodi an and Alternate Custodi an nust possess exenplary qualities of

| oyalty, reliability and honesty. This criteria nust be followed when

sel ecti ng COMSEC subaccount personnel as well. Each contractor is,
therefore, obligated to carefully screen personnel to ensure that the

| ndi vi dual s sel ect ed:
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a. Are responsible individuals qualified to assune the duties and
responsibilities of a COMSEC Cust odi an.

b. Are in a position or level of authority which will permt themto
exercise proper jurisdiction in fulfilling their responsibilities and, in
cleared facilities, be accountable to the Facility Security O ficer regarding
t heir COMSEC duti es.

c. Have not been previously relieved of COMSEC Custodian duties for
reasons of negligence or non-performance of duties.

d. Are in a position which will permt maxi numtenure as a COVSBEC
Custodian in order to reduce the possibility of frequent replacenent.

e. WIIl not be assigned duties which will interfere wwth their duties
as COMSEC Custodi an and Alternate Custodian.

f. Are actually performng the custodial functions on a day-to-day
basis. The COMSEC Custodi an position will not be assuned solely for the
pur pose of maintaining adm nistrative or managenent control of the account
functi ons.

17.  Indoctrination and Qui dance for COMSEC Custodians. Upon appoi ntment of
each new Custodian and Alternate, the sponsoring organization nust ensure
that adequate training is provided. Formal training courses are, however
required for custodial appointees of NSA-contractor COMSEC accounts.
Requests for training will be directed to the foll ow ng address:

Di rector

Nat i onal Security Agency

Qperation, Building No. 3

ATTN . Y13

Fort George G Meade, MD 20755-6000

| ndoctrination and gui dance for COMSEC subaccount custodi al appointees wll
be the responsibility of the primary COVBEC account.

18. Duties of the COMSEC Custodian, Alternate COMSEC Custodian and Facility
Security Oficer.

a. The COWVSEC Custodian. The COMSEC Custodian will be responsible for
the receipt, custody, issue, safeguarding, accounting and, when necessary,
destruction of COMSEC material. The COMSBEC Custodian is further responsible
for the maintenance of up-to-date records and the submi ssion of all required
accounting reports. The COMSEC Custodian will be thoroughly famliar wth
the procedures for handling COMSEC nmaterial outlined in this Supplenent. In

fulfilling his/her responsibilities, the CCMSEC Custodian will performthe
follow ng duties:

(1) Protect COVSEC material charged to the account and limt access
to such material to individuals who have a valid need-to-know and, if the
material is classified, are properly cleared. Prior to having access to
COMSEC material charged to the account, contractor personnel nust be given
the COVSEC briefing in accordance with requirenments of the Section I1I.
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(2) Keep infornmed of any proposals or any new contracts to be
serviced by the COVSEC account and nodifications to any existing contracts in
matters pertaining to accountable COMSEC material .

(3) Where applicable, retain a copy of the DD Form 254, “Contr act
Security Classification Specification” as part of the custodial records and
ensure conpliance wth the specification.

(4) Receive, receipt for, and ensure the safeguarding and accounting
for all COMSEC material issued to the COMSEC account, or produced within the
facility.

(5) Maintain COMSEC accounting and related records as outlined in
Section VI.

(6) Conduct an inventory sem annually, and upon appointment of a new
COVBEC Cust odi an, by physically sighting all COMSEC material charged to the
account, and reconcile this inventory with the COR

(7) Perform a reconciliation of in-process accounting records, when
appl i cabl e, upon appointment of a new COMSEC Custodi an; and when directed by
the COR, Contracting Oficer, or Facility Security Oficer

(8) Performroutine destruction of COMSEC material when required, or
effect other disposition of material as directed by the COR or Contracting
O ficer.

(9) Submt transfer, inventory, destruction, and possession reports
when required.

(10) Ensure the pronpt, accurate entry of all anendnments to COVSEC
publications held by the account.

(11) Ensure that required page checks are acconplished on all keying
material (as specified in paragraph 51) and on all publications when they are
received, returned fromhand receipt, transferred, destroyed, when a change
of Custodian occurs, and when posting amendnents which include repl acenent
pages to ensure conpl eteness of each publication. At an activity where the
size of the COVSEC account is so large as to prevent the COMSEC Cust odi an
from personally checking security packages and markings, performng required
page checks and posting anendnents, such actions may be performed by other
i ndividuals cleared and authorized, provided these individuals are properly
i nstructed by the COVSEC Cust odi an.

(12) Be aware at all tinmes of the location of every item of
account able COVBEC material held by the account and the general purpose for
which it is being used.

(13) Establish procedures to ensure strict control of each item of

keying material whenever the material is turned over fromone shift to
anot her or from one individual to another.
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(14) Ensure that appropriate COMSEC nmaterial is readily available to

aut hori zed individuals whose duties require its use. |If the material is
classified, verify that the individuals are cleared to the Ievel of the
material. Issue material to users by neans of a hand recei pt as provided for
in Section Il and advise recipients of their responsibility for safeguarding
the material until it is returned to the Custodian.

(15) Ensure that all COMSEC material shipped outside the contractor
facility is packaged and shipped in conpliance with the provisions of
Section VI.

(16) Wien applicable, make the necessary shipping arrangenents with
t he Defense Courier Service (DCS).

(17) Report immediately to the Facility Security Oficer any known or
suspected incidents of a COMSEC insecurity. This report will be submtted in
accordance with the procedures outlined in Section XVI.

(18) Prepare for the safeguarding of COMSEC material during enmergency
situations in accordance with the provisions of Section XV.

(19) Ensure that the COR is provided up-to-date copies of all DD
Fornms 254 on contracts which i nvol ve COMSEC account materi al .

(20) Verify the identification, clearance, and need-to-know of any
i ndi vi dual requesting access to the records and/or material associated with
t he COVBEC account.

b. The Alternate COVSEC Custodi an. The purpose of an Alternate COMSEC
Custodian is to assist the COMSEC Custodi an and provide continuity of
operations in his/her absence. The Alternate COVSEC Custodian is responsible
for:

(1) Keeping aware of the day-to-day activity of the COMSEC account in
order that he/she may assune the duties of the COMBEC Custodi an, whenever
necessary, w thout undue interruption of operations.

(2) Performng those duties outlined in paragraph 18a, above, during
the tenporary absence of the COMSEC Custodi an.

(3) Ensuring that sem annual inventories are only signed by the
Al ternate COVSEC Custodi an in the absence of the COVSEC Cust odi an.

(4) In the event of the sudden permanent departure or unauthorized
absence of the COMBEC Custodian, performng those duties listed in paragraph
18a, above, wuntil the appointnment of a new COVBEC Cust odi an.

c. Facility Security Oficer. The Facility Security Oficer is
responsi bl e for:

(1) Preparing a supplenment to the facility SPP to cover COMSEC
procedures and ensuring inplenmentation of procedures prescribed for
saf eguardi ng and control of COVBEC material and information, including
| Nn—process accounting procedures.
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(2) Providing, as a mninmum staff supervision and gui dance to the
COVSEC Custodi an and Al ternate COMSEC Cust odi an.

(3) Being aware of new contracts which may require the application
of in-process COMSEC accounting procedures to material being produced and
ensuring that the COMSEC Custodian is provided copies of all DD Forms 254
rel ated to COMSEC contracts.

(4) Maintaining a record of safe combinations, limting access to
t hose individuals who are appropriately cleared and have the need-to-know,
and ensuring that the conbination changes are acconplished as prescribed in
this Suppl enent.

(5) Establishing procedures to limt access to operational Kkeying
material to persons who are appropriately cleared and have the need-to-know.

(6) Notifying the CSO and the COR of any change in the COVSBEC
Custodian, Alternate, or Facility Security Oficer.

(7) Making the COR, Contracting Oficer, CSO and all known suppliers
of accountabl e COMSEC material aware of any abnornmal situation at the
contractor facility (e.g. , strikes, riots, facility shutdown, etc.) which may
adversely affect the normal procedures for receiving, storing, shipping or
ot her aspects of the security of COVBEC material.

(8) Reporting immediately to the COR and the CSO any incident that
may have subjected to conprom se any COVMSEC material furnished by the
governnment; or generated or acquired by the contractor.

(9) Wiere applicable, ensuring that in-process accounting procedures
are prepared and are being followed.

(10) Were applicable, forwarding copies of the annual clearance
certifications received fromthe COR to the COVSEC subaccount(s) FSO(s).

19. Tenporary Absence of the COMSEC Custodi an. When the COMSEC Custodian is
to be absent for a period not to exceed 60 days, the Alternate COMSEC
Custodian will assune the responsibilities and duties of the COVSEC
Custodi an.  An absence in excess of 60 days will be treated as a permanent
absence, and a new COVBEC Custodi an nust be nomi nat ed.

20.  Return of the COMSEC Custodi an from Tenporary Absence. Upon return of a
COVBEC Custodi an froma tenporary absence, he or she will be informed of all
changes nade to the COVBEC account during his or her absence. |f COVBEC
material was receipted for on a transfer report by the Alternate COVSEC
Custodi an during the absence, the COVBEC Custodian will inventory the COVBEC
material and will sign and date the front side of the COVSEC account’s copy
of the report, acconpanied by the remark “received from Al ternate COVSEC
Custodian” thus relieving the Alternate COVSEC Custodi an of accountability
for the material.

21.  Change of COMBEC Custodian. \When it beconmes necessary to terminate the
COVBEC Custodian’s appointnent, the contractor nust select, noninate, and
forward for confirmation to the Cogni zant Security Ofice (with a copy
furnished to the COR), the name of the new COVBEC Custodi an as specified by
the procedures in paragraph 12 of this Suppl enent.
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a. Upon receipt of the confirmation letter fromthe COR the newy
appoi nt ed COMSEC Custodi an and predecessor wl|l:

(1) Conduct a physical (sight) inventory of all COVSEC materi al
hel d by the COMSEC account and perform a reconciliation of in-process
accounting records, if applicable. (The change of COMSEC Custodian will be
effective the date the inventory is signed).

(2) Prepare an SF-153 listing all COMSEC material to be
transferred. |f classified operational key is included-in the transfer, the
SF-153 will be stanped “CONFIDENTIAL.” ldentify the report as a “change of
COMSEC Custodi an” and check both “received” and “inventoried” in block 14.
The report wll be addressed fromthe contractor (block 2) to the COR (bl ock
3). The new COMSEC Custodi an will sign block 15 and the departing Custodi an
will sign as the witness in block 17. The signed original copy will be
forwarded to the COR and a signed duplicate copy will be retained in the
COMSEC account’s file. In the case of an account holding over 50 line itens,
a COVBEC Custodian may request a preprinted inventory fromthe COR and this
request should be included in the letter of nom nation.

b. Under normal circunstances, the new COVBEC Custodian will have
received his or her letter of confirmation before action is initiated to
transfer the COMSEC account. However, if the confirmation is delayed and the
departure of his or her predecessor is immnent, the transfer wll be
acconplished prior to the receipt of the confirmation letter.

c. After receipting for COMSEC material charged to the COMSEC account,
t he new COMSEC Custodi an will assunme full responsibility for adm nistering
t he account.

d. The former COMSEC Custodian will be relieved of responsibility for
only that COMSEC material included in the transfer/inventory report. He or
she is not relieved of responsibility for COMSEC material which is involved
i n any unresol ved di screpancy until a clear COVSEC | nventory Reconciliation
Report has been received fromthe COR

e. A change in COMSEC Custodian should normally be schedul ed at | east
40 days in advance of the departure of the COMSEC Custodian to allow for the
recei pt of a clear COMSEC Inventory Reconciliation Report before the forner
COMSEC Custodi an departs. However, the fornmer COMSEC Custodian nmay depart
prior to the return of the COMSEC |nventory Reconciliation Report provided no
di screpancies or irregularities were evident at the time the inventory and
transfer were made. Responsibility for resolving discrepancies discovered
after a COMSEC Custodi an has departed rests with the contractor.

22. Change of Alternate COMSEC Custodian. Wen a change in Aternate COMSEC
Custodian is necessary, the contractor will select, noninate, and forward for
confirmation to the CSO (wth a copy furnished to the COR), the name of the
new Alternate as specified by the procedures in paragraph 12. A Change of

Al ternate COMSEC Custodi an should be nade prior to the departure of the
present Al ternate COVBEC Custodian, if possible.
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23.  Change of Facility Security Oficer. Wen it is necessary to make a
change in the Facility Security Oficer, notification will be sent to the
CSO, with a copy provided to the COR  The sane information specified in
paragraph 12, above, is required.

24, Sudden, Indefinite, or Permanent Departure of the COMSEC Cust odi an.

a. Under energency circunstances such as the sudden, indefinite, or
per manent departure of the COMSEC Custodian, the contractor will nom nate a
new COVSEC Custodi an (preferably the Alternate COMSEC Custodian) in
conpliance with the provisions of paragraph 12. The new COMSEC Custodi an and

an appropriately cleared wtness will imediately conduct a conpl ete physi cal
inventory of all COMSEC material held by the COMSEC account and perform a
reconciliation of in-process accounting records, if applicable. In the case

of unaut hori zed absence of the COMSEC Custodi an, the contractor wll
i mmedi ately report the circunstances to the COR and if the COMSEC account is
classified, the CSO

b. Upon the conpletion of the inventory, an SF-153 will be prepared and
identified as a “possession report.” The possession report will be annotated
with the remark “Sudden, indefinite, or permanent departure of the COVSBEC
Custodi an” or “Unauthorized absence of the COMBEC Custodian,” as appropriate.
The new COMSEC Custodian will sign block 15 and the witness will sign block
17. The signed original copy of the report will be forwarded to the COR and a
signed duplicate copy will be retained in the COMSEC account’s file.

25. Sudden, Indefinite, or Permanent Departure of the Alternate COMSEC
Custodian or Facility Security Oficer. The COR and CSO should be notified
as soon as possible in the event that an Alternate COVSEC Custodi an or
Facility Security Oficer nust be replaced due to a sudden, indefinite, or
permanent departure. The unauthorized absence of either nust be imediately
reported to the COR and the CSO

26. Requirements for Cosing a Primary COVSEC Account. The COMBEC account
wll be closed when all COVSEC naterial has been properly di sposed of, no

di screpancies exist, and the COR has determ ned that the COMSEC account is no
| onger required. Upon determ nation that a COVSEC account shoul d be cl osed,
the contractor nust submt to the CSO wth a copy furnished to the COR a
formal witten request for the disestablishnment of the COMSEC account. |If
the COMSEC account was unclassified, the contractor will subnmit this
information directly to the COR  The CORw Il notify the contractor in
witing that the COMSEC account has been closed and the appointnments of the
COVSEC Custodian and Alternate(s) have been termnated. For classified
COVBEC accounts<, the COR will. provide a copy of the letter closing the COVSEC
account to the CSO0. COVBEC accounting records and files will be disposed of

i n accordance wth paragraph 45.

27.  Requirenents for C osing COMSEC Subaccounts. |f a primary account
determ nes there is no |longer a requirenent for.a COMSEC subaccount and al |l
COVBEC material has been properly disposed of and no discrepancies exist, the
primary COVSEC account will notify the subaccount in witing that the COVSBEC
Custodian and Alternate(s) are relieved of their duties. The primry COVSEC
account will provide the p1s ¢cso (if the account contained classified
material) a copy of the letter closing the subaccount.
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